Using Internet-enabled mobile handheld devices to access the World Wide Web is a promising addition to the Web and traditional e-commerce. Mobile handheld devices provide convenience and portable access to the huge information on the Internet for mobile users from anywhere and at anytime. However, mobile commerce has not enjoyed the same level of success as the ecommerce has so far because mobile Web contents are scarce and mostly awkward for browsing. The major reason of the problems is most software engineers are not familiar with handheld devices, let alone programming for them. To help software engineers better understand this subject, this article gives a comprehensive study of handheld computing and programming for mobile commerce. It includes live major topics: (i) mobile commerce systems, (ii) mobile handheld devices, (iii) handheld computing, (iv) server-side handheld computing and programming, and (v) client-side handheld computing and programming. The most popular server-side handheld applications are mostly functioning through mobile Web contents, which are constructed by using only few technologies and languages. On the other hand, various environments/languages are available for client-side handheld computing and programming.
INTRODUCTION
Mobile commerce is defined as the exchange or buying and selling of commodities, services, or information on the Internet through the use of mobile handheld devices such as smart cellular phones and PDAs (Personal Digital Assistants). It is widely acknowledged that mobile commerce is a field of enormous potential. However, it is also commonly admitted that the development in this field is constrained. There are considerable harriers waiting to be overcome. One of the barriers is most software engineers are not familiar with the design and development of mobile applications I l I. This article gives a comprehensive study of handheld computing and programming for mobile commerce to help software engineers better understand this subject. It includes five major topics:
II. MOBILE COMMERCE SYSTEMS With the introduction of the World Wide Web, electronic commerce has revolutionized traditional commerce and boosted sales and exchanges of merchandise and information. Recently, the emergence of wireless and mobile networks has made possible the extension of electronic commerce to a new application and research area: mobile commerce, which is defined as the exchange or buying and selling of commodities, services, or information on the Internet through the use of mobile handheld devices. In just a few years, mobile commerce has emerged from nowhere to become the hottest new trend in business transactions.
A. A System Structure
A mobile commerce system is inherently interdisciplinary and could be implemented in various ways. Fig. 1 shows the structure of a mobile commerce system and a typical example of such a system [2] . The system structure includes six components: (i) mobile commerce applications, (ii) mobile handheld devices, (iii) mobile middleware, (iv) wireless networks, (v) wired networks, and (vi) host computers.
1) Mobile commerce applications:
Electronic commerce applications are numerous, including auctions, banking, marketplaces and exchanges, news, recruiting, and retailing, to name but a few. Mobile commerce applications not only cover the electronic commerce applications, but also include new applications, which can be performed at any time and from anywhere by using mobile computing technology, for example, mobile inventory tracking. 2) Mobile handheld devices: An Internet-enabled mobile handheld device is a small generalpurpose, programmable, battery-powered computer that is capable of handling the front end of mobile commerce applications and can he operated comfortably while being held in one hand. It is the device with which mobile users interact directly with mobile commerce applications. 3) Mobile middleware: The term middleware refers to the software layer between the operating system and the distributed applications that interact via the networks. The primary mission of a middleware layer is to hide the underlying networked environment's complexity by insulating applications from explicit protocols that handle disjoint memories, data replication, network faults, and parallelism 13]. The major task of mobile middleware is to seamlessly and transparently map Internet contents to mobile stations that support a wide variety of operating systems, markup languages, microbrowsers, and protocols. WAP [4] and i-mode [51 are the two major kinds of mobile middleware. Compared to WLANs, cellular systems can provide longer transmission distances and greater radio coverage, but suffer from the drawback of much lower bandwidth (less than I Mbps). In the latest trend for cellular systems, 3G standards supporting wireless multimedia and high-bandwidth services are beginning to be deployed. 5) Host computers: A user request such as database access or updating is actually processed at a host computer, which contains three major kinds of software: (i) Web servers, (ii) database servers, and (iii) application programs and support software.
B. Mobile Commerce Transactions
To explain how the mobile commerce components work together, Fig. 2 shows a flowchart of how a user request is processed by the components in a mobile commerce system, along with brief descriptions of how each component processes the request 121.
I) Mobile commerce applications: A content provider implements an application by providing two sets of programs: client-side programs, such as user interfaces on microbrowsers, and server-side programs, such as database access and updating. 2) Mobile handheld devices: Handheld devices present user interfaces to the mobile end users, who specify their requests on the interfaces. The devices then relay the user requests to the other components and later display the processing results using the interfaces. 3) Mobile middleware: The major purpose of mobile middleware is to seamlessly and transparently map Internet contents to mobile stations that support a wide variety of operating systems, markup languages, microbrowsers, and protocols. Most mobile middleware also encrypts the communication in order to provide some level of security for transactions. 4) Wireless and mobile networks: Mobile commerce is possible mainly because of the availability of wireless networks. User requests are delivered to either the closest wireless access point (in a wireless local area network environment) or a base station (in a cellular network environment). 5) Wired networks: This component is optional for a mobile commerce system. However, most computers (servers) usually reside on wired networks such as the Internet, so user requests are routed to these servers using transport and/or security mechanisms provided by wired networks. 6) Host computers: Host computers process and store all the information needed for mobile commerce applications, and most application programs can be found here. They include three major components: Web servers, database servers, and application programs and support software.
III. INTERNET-ENABLED MOBILE HANDHELD DEVICES
Mobile users interact with mobile commerce applications by using small wireless Internetenabled devices, which come with several aliases such as handhelds, palms, PDAs, pocket PCs, and smart phones. To avoid any ambiguity, a general term, mobile handheld devices, is used in this article. Mobile handheld devices are small general-purpose, programmable, battery-powered computers, but they are different from desktop PCs or notebooks due to the following special features:
 limited network bandwidth,  small screen/body size, and  high mobility.
Short battery life and limited memory, processing power, and functionality are additional features, but these problems are gradually being solved as the technologies improve and new methods are constantly being introduced. The limited network bandwidth prevents the display of most multimedia on a microbrowser. Though the Wi-Fi and 3G networks go some way toward addressing this problem, the wireless bandwidth is always far below the bandwidth of wired networks. The small screen/body size restricts most handheld devices to using a stylus for input. Fig. 3 shows a typical system structure for handheld devices, which includes the following six major components, (i) a mobile operating system, (ii) a mobile central processor unit, (iii) a microbrowser, (iv) input/output devices, (v) a memory, and (vi) batteries 161:
I) Mobile operating systems: Simply adapting desktop operating systems for handheld devices has proved to be futile. A mobile operating system needs a completely new architecture and different features to provide adequate services for handheld devices. A generalized mobile operating system structure can be visualized as a six-layer stack as shown in Fig. 4 .
2) Mobile central processing units:
Handheld devices are becoming more sophisticated and efficient every day and mobile users are demanding more functionality from their devices. To achieve this advanced functionality, in addition to the obvious feature, low cost, today's mobile processors must have the following features: (i) high performance, (ii) low power consumption, (iii) multimedia capability, and (iv) real-time capability. The cores and architectures designed by Cambridge-based ARM Holdings Ltd. have begun to dominate the mobile CPU market. The only major output device is the screen, but there are several popular input devices, among them: (i) keyboards and (ii) touch screens/writing areas that need a stylus. 5) Memory: Three types of memory are usually employed by handheld devices: (i) RAM, (ii) ROM, and (iii) flash memory. Hard disks, which provide much more storage capacity, are likely to be adopted by handheld devices in the near future. 6) Batteries: At present, rechargeable Lithium Ion batteries are the most common batteries used by handheld devices. However, the life of this kind of battery is short and the technology will not significantly improve unless and until manufacturers begin to switch to fuel cells, which may not happen for at least several years.
Synchronization connects handheld devices to desktop computers, notebooks, or peripherals to transfer or synchronize data. Without needing serial cables, many handheld devices now use either an infrared (IR) port or Bluetooth technology to send information to other devices.
IV. HANDHELD COMPUTING AND PROGRAMMING
Handheld computing is a fairly new computing area and a formal definition of it is not found yet. Nevertheless, the authors define it as follows:
Handheld computing is to use handheld devices such as smart cellular phones and PDAs (Personal Digital Assistants) to perform wireless, mobile, handheld operations such as personal data management and making phone calls. Again, handheld computing includes two kinds of computing: server-and client-side handheld computing, which are defined as follows:
. Server-side handheld computing: It is to use handheld devices to perform wireless, mobile, handheld operations, which require the supports of server-side computing. Examples of its applications include (a) instant messages, (b) mobile Web contents, (c) online video games, and (d) wireless telephony.  Client-side handheld computing: It is to use handheld devices to perform handheld operations, which do not need the supports of server-side computing. Examples of its applications include (a) address books, (b) standalone video games, (c) note pads, and (d) todo-list. The terms of computing and programming are sometimes confusing and misused. The handheld programming, defined as programming for handheld devices, is different from handheld computing and includes two kinds of programming too:
 Server-side handheld programming: It is design and development of handheld software such as CGI programs that reside on the servers.  Client-side handheld programming: It is design and development of handheld software such as J2ME programs that reside on the handheld devices.
A. Server-Side Handheld Computing and Programming
Server-side handheld computing and programming usually involve complicated procedures and advanced programming such as TCP/IP network programming. This article will focus on the most popular server-side handheld computing and programming, mobile Web contents design and development. For other kinds of server-side handheld computing and programming such as instant messaging and telephony, readers may refer to other technical reports or articles. A database-driven mobile Web site is often implemented by using a three-tiered client/server architecture consisting of three layers as shown in Fig. 6 : (i) user interface, (ii) functional modules, and (iii) database management systems, which stores the data required by the middle tier. The three-tier design has many advantages over traditional two-tier or single-tier designs, the chief one being: The added modularity makes it easier to modify or replace one tier without affecting the other tiers.
User interface. It runs on a handheld device (the client) and uses a standard graphical user interface (GUI Functional modules. This level actually processes data. It may consist of one or more separate modules running on a workstation or application server. This tier may be multi-tiered itself. One common module is using JDBC (Java DataBase Connectivity) to access and manage databases.
B. Client-Side Handheld Computing and Programming
Various environments/languages are available for client-side handheld computing and programming. Five of the most popular are (i) BREW, (ii) J2ME, (iii) Palm OS, (iv) Symbian OS, and (v) Windows Mobile. They apply different approaches to accomplishing the development of mobile applications. Fig. 7 shows a generalized development cycle applied by them and Table II gives a comparison among the five languages/environments. The second half of this article is devoted to the details of J2ME and Palm OS and brief introductions of thc other three are given in this section.
I) BREW (Binary Runtime Environment for Wireless):
BREW is an application development platform created by Qualcomm for CDMA (Code Division Multiple Access) -based mobile phones 1 10] . The CDMA is a digital wire less telephony transmission technique and it has two major features:
 The CDMA allows multiple frequencies to be used simultaneously (Spread Spectrum).
. The CDMA standards used for second-generation mobile telephony are the IS-95 standards. BREW is a complete, end-to-end solution for wireless applications development, device configuration, application distribution, and billing and payment. It includes three major components:
. BREW SDK (software development kit) for application developers,  BREW client software and porting tools for device manufacturers, and . BREW Distribution System (BDS) that is controlled and managed by operators-enabling them to easily get applications from developers to market and coordinate the billing and payment process. It also includes the following special features:
. Qualcomm designed the BREW platform from the chip out instead of scaling down a product developed for PCs or PDAs.
. It supports other languages beyond native C/C++, including alternative execution environments such as Java and XML. The BREW client software serves as a common denominator across all types and tiers of devices. It exposes a common set of application programming interfaces (APIs) for standardized development of wireless applications. The BREW client can act as an extended platform for other environments (such as VMs) and allow any type of browser (HTML, WAP, cHTML, etc.) to run on BREW as an application.
2) Symbian OS: Symbian is a software licensing company that develops and supplies the open operating system-Symbian OS-for data-enabled mobile phones [1 I 1. Symbian was established as a private independent company in June 1998. It is an independent, for-profit company whose mission is to establish Symbian OS, whose architecture is given in Fig. 8, as In 1996, Microsoft launched Windows CE, a version of the Microsoft Windows operating system designed specially for a variety of embedded products, in-eluding handheld devices. However, it was not well received primarily because of battery-hungry hardware and limited functionality, possibly due to the way that Windows CE was adapted for handheld devices from other Microsoft 32-bit desktop operating systems. Windows Mobile includes three major kinds of software: (i) Pocket PC, (ii) Smartphones, and (iii) Portable Media Centers, which let users take recorded TV programs, movies, home videos, music, and photos transferred from Microsoft Windows XP-based PC anywhere.
Pocket PCs. Pocket PC enables you to store and retrieve e-mail, contacts, appointments, games, exchange text messages with MSN Messenger, browse the Web, and so on. Pocket PCs were designed with better service for mobile users in mind and offers far more computing power than Windows CE. It provides scaled-down versions of many popular desktop applications, including Microsoft Outlook, Internet Explorer, Word, Excel, Windows Media Player, and others. It also includes threc major kinds of software:
. Pocket PC: It puts the power of Windows software into a Pocket PC, giving you time to do more with the people and things that matter. Smartphones. Smartphone supplies functions of a mobile phone, but also integrates PDA-type functionality, such as emails, instant messages, music, and Web surfing, into a voice-centric handset. Windows Mobile-based Smartphone integrates PDA-type functionality into a voicecentric handset comparable in size to today's mobile phones. It is designed for one-handed operation with keypad access to both voice and data features. The Smartphone is a Windows CE-based cellular phone. Like the Pocket PC, all Smartphones regardless of manufacturer share the same configuration of Windows CE. Also, Smartphones come bundled with a set of applications such as an address book, calendar, and e-mail program. Fig. 9 shows the Smartphone architecture, which provides a core set of services that will abstract a variety of underlying links for both voice and data services I131. The primary Smartphone architecture consists of four layers:
1) Applications/UI: The top level refers to the Smartphone shell and customer-level applications such as Pocket Internet Explorer, the Inbox, the control panel, and the phone dialer. 2) Logic: This level contains system application logic that can be used by the application layer. Examples of this include the control of network connections and synchronization capabilities. 3) Core APls: This level provides the interfaces between the low-level architecture components and the application/logic layers. By developing applications targeted at this layer and the one above, developers do not need to know the underlying low level details in order to take full advantage of their capabilities.
4) Radio Stack:
The bottom level refers, in general, to the architectural components responsible for voice and data control and data transmission.
V. J2ME (JAVA 2 PLATFORM, MICRO EDITION) J2ME provides an environment for applications running on consumer devices, such as mobile phones, PDAs, and TV set-top boxes, as well as a broad range of embedded devices 114]. Like its counterparts for the enterprise (J2EE), desktop (J2SE) and smart card (Java Card) environments, J2ME includes Java virtual machines and a set of standard Java APIs defined through the Java Community Process, by expert groups whose members include device manufacturers, software vendors, and service providers.
A. ,J2ME Architecture
The J2ME architecture, as shown in Fig. 10 , comprises a variety of configurations, profiles, and optional packages that implementers and developers can choose from, and combine to construct a complete Java runtime environment that closely fits the requirements of a particular range of devices and a target market. There are two sets of J2ME packages, which target different devices:
 High-end devices: They include Connected Device Configuration (CDC), Foundation and Personal Profile.  Entry-level devices and smart phones: They include Connected Limited Device Configuration (CLDC) and Mobile Information Device Profile (MIDP). Configurations comprise a virtual machine and a minimal set of class libraries and they provide the base functionality for a particular range of devices that share similar characteristics, such as network connectivity and memory footprint. Profiles provide a complete runtime environment for a specific device category.
B. J2ME Programming
This sub-section gives an example of J2ME programming [15] . Other client-side handheld programming is similar to this. Fig. 11 shows the Sun Java Wireless Toolkit, which is a toolbox for developing wireless applications that are based on J2ME's CLDC and MIDP. The toolkit includes the emulation environments, performance optimization and tuning features, documentation, and examples that developers need to bring efficient and successful wireless applications to market quickly. The following steps showing how to develop an MIDP application, a simple "Hello, World!" program, under Microsoft Windows XP: 1) Download Sun Java Wireless Toolkit 2.3 Beta, which includes a set of tools and utilities and an emulator for creating Java applications that run on handheld devices, at http : / / java . sun . com/ products / sjwtoolkit / down-load-2_3 . html.
2) Run MIDIet, an MIDP application, development environment KToolbar as shown in Fig.  11 by selecting the following Windows options:
3) Create a new project by giving a project name such as HelloSuite and a class name such as HelloMIDlet as shown in Fig. 12 . After the project HelloSuite is created, the KToolbar will display the message shown in Fig. 13 , which tells where to put the Java source files, application resource files, and application library files. 4) Create a J2ME source program and put it in the directory C:\WTK23\apps\HelloSui-te\src\ Fig. 14 gives a J2ME example, which displays the text "Hello, World!" and a ticker with a message "Greeting, world."
5)
Build the project by clicking on the Build button. The Build includes compilation and preverifying. 6) Run the project by clicking on the Run button. An emulator will be popped up and displays the execution results of the built project. For example, Fig. 15 shows an emulator displays the execution results of HelloSuite. 7) Upload the application to handheld devices by using USB cables, infrared ports, or Bluetooth wireless technology.
C. .J2ME References Fig. 16 shows the packages provided by the MIDP 1161. The packages j avax . * are the extensions to standard Java packages. They are not included in the JDK or JRE. They must be downloaded separately.
VI. PALM OS
Palm OS is a fully ARM-native, 32-bit operating system designed for used on Palm handhelds and other third-party devices. Its popularity can be attributed to its many advantages, such as its long battery life, support for a wide variety of wireless standards, and the abundant software available. The plain design of the Palm OS has resulted in a long battery life, approximately twice that of its rivals. It supports many important wireless standards, including Bluetooth and 802.11b local wireless and GSM, Mo-bitex, and CDMA wide-area wireless networks [171.
A. Palm OS Architecture
Two major versions of Palm OS are currently under development: 
